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STRUCTURE OF THIS REPORT
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Current Status:

T 2000, the school acquired two packages for managing patient care: QST Dental Systems for

the predoctoral clinics, and SoftDent for the faculty practice.

The school should make  comprehensive effort to address this problem during the next

years
Area 1: Patient Demographics & Billing
Level 1:.

Level 1 would keep the currently used QSI Dental Systems, but upgrade to the newest

version.
Level 2::

Level 2 would tightly integrate our clinical information system into the UPMC hospital
system allowing to share demographic data across health care provides including access the

medical and medication history.
Optional Patient Portal Laye

Patient portals allow clectronic scheduling and confimning for patients, complete electronic
submission of pre-registation information inchuding health history fomns, review of accomnt

history and pay bill by credit card.
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COMPUTING INFRASTRUCTURE

FUNCTIONS

The following sections assess the current status of the computing infrastructure, categorized by the specific functions to be supported. These functions are:

Patient care: Patient care is supported by a variety of applications, such as the QSI Clinical Management System, other billing and practice management systems and special-purpose applications. The only applications that are integrated within QSI are the Scheduling, Billing and the Instrument Management System (Sterilization Management).  The others, Chart Management, Grading and Report Generating, are stand-alone applications. 

Education: Support of education usually has two components: teaching and learning, and administration.  The school has begun to deploy educational technology in a limited manner, such as equipping lecture halls with state-of-the-art computers and multimedia equipment.  Support of educational administration includes University-provided grading and academic tracking systems, as well as many stand-alone subsystems for student and course management.  While the school has implemented an Intranet, it has yet to be used widely for educational purposes.

Research: With the school's increased focus on research during the past decade, research projects, and therefore research computing applications, have mushroomed.  Research computing applications range from administrative support tools (such as faculty and project databases) to dedicated research applications, such as data acquisition, data management, statistical analysis and data mining programs.

Administration: Administrative functions, in most institutions, make up the bulk of computing activities. E-mailing, word processing, the use of spreadsheets and databases and electronic scheduling are generic functions performed at the school. Collectively, these functions are commonly grouped under the term Office Automation.

In the following section, we examine the status of the functions listed above in more detail and provide a strategic vision to shape the IT and informatics infrastructure of the school for the next five years.
PATIENT CARE

Current Status

In 2000, the school acquired two packages for managing patient care: QSI Dental Systems for the predoctoral clinics and SoftDent for the faculty practice. QSI (Quality Systems, Inc., Irvine, CA) has been implemented now for about 4 years with very limited success.  QSI, a system which can support all three main areas of a clinical management system (the patient demographics & billing area, the clinical area and the student progress monitoring & grading area) currently only serves as repository for patient demographics & billing. In addition, the school’s QSI installation uses technology that is outdated and not appropriate for a state-of-the-art clinical information system and, therefore, the school does not seem to fulfill CODA requirement 2-24 (see below) adequately. The latest version of QSI does, however, provide advanced functionality in all areas of the electronic patient record.
Plan
The school must make a comprehensive effort to address this problem during the coming years. This plan envisions a “paperless” school which would serve as the guiding end goal for this multi-year effort. In the following, we lay out a roadmap for the three main areas of a clinical information system. Each area is structured according to degree of sophistication, regarding the use of information technology for clinical dentistry, and associated costs. The increasing levels of sophistication provide the opportunity for a staged implementation. Higher level implementations build on existing, or lower level, implementations. Thus, implementation levels must be put in place in sequence.
Note: The Research section of this plan will outline the various ways by which a new clinical information system can support clinical research.
Area 1: Patient Demographics & Billing

Level 1: 
Level 1 implementations would upgrade the currently used QSI Dental Systems with the newest version of its software package. This upgrade would allow us to exploit the full functionality of the patient demographic & electronic claims/statement processing. Alternatively, a new system could be purchased and implemented with better or similar functionality.
Level 2: 

Level 2 implementations would build on Level 1, and tightly integrate our clinical information system into the UPMC system, allowing us to share data across health care providers, including demographic and access to patient’s medical and prescription history. Level 2 follows the federally supported initiative to create a National Health Information Infrastructure (NHII) by implementing a Local Health Information Infrastructure (LHII). As Dr. Charles Safran, the current president of the American Medical Informatics Association has stated, “seamless and interoperable transmission of health data will increase efficiency, improve quality of care, reduce medical errors and reduce administrative costs.” By including  dentistry in the NHII, the University of Pittsburgh could be one of the first institutions in the nation to actively shape the way in which the electronic oral health record interacts with the electronic medical record. Discussions with UPMC regarding this initiative have already begun.
Optional Patient Portal Layer:

Online patient portals allow patients to schedule and confirm appointments; complete and submit pre-registration information (including health history forms); review account histories; and pay bills by credit card. The implementation of such a portal would improve the school’s public image; provide state-of-the-art patient communication tools for our patients and staff; and reduce staffing costs associated with patient inquiries and requests. One such system is QSINet from QSI, Inc., the current manufacturer of our patient care system. 
Area 2: Clinical System

Level 1: 

The Level 1 implementation of a clinical system would complement the current installation of QSI Dental Systems with QSI’s Clinical Product Suite (CPS). The CPS provides electronic clinical charting, including diagnostic and treatment charting, patient education tools and much more. Alternatively, a different system with better or similar functionality could be purchased and implemented. 
Introducing electronic clinical charting for the school requires computer workstations to be distributed throughout the clinical areas. At Level 1, we would provide one clinical computer workstation for every six dental units, allowing students to interact with the electronic patient chart. (Students could enter completed procedures, changes in demographics, etc., which need to be approved by instructors.) 
Level 2: 
At Level 2, we would provide one clinical computer workstation for each dental unit, allowing students to use chairside computing during patient care. (In addition to Level 1 tasks, students could enter clinical findings, treatment plans, progress notes, etc., which need to be approved by instructors.) Advanced systems, such as voice-activated periodontal charting, can only be used if every dental unit is equipped with a computer.
Level 3: 
Level 3 implementations would go one step further and equip the entire clinic with state-of-the-art dental units which have integrated computing capabilities for chairside usage. In addition to the functionalities provided by Level 2, the Level 3 plan would allow a long-term strategy for implementing more advanced clinical applications, such as imaging (see below optional imaging layer), patient education modules based on individual clinical findings, decision support systems, semi- or automatic recording of clinical findings, made possible by software programs such as Periprobe. 
Optional Imaging Layer:

Level 2 and 3 implementations within the Clinical System area could include various digital imaging applications:
Digital Camera: Extraoral digital images can support clinical dentistry in various ways (diagnostic, record keeping, esthetic dentistry, etc.). Digital cameras could be used throughout the clinic to take such pictures and store them electronically. Since each dental unit would have an integrated computer workstation with monitor, these pictures could be accessed anytime, at any dental unit. One digital camera could be shared by ten dental units.
Digital Intraoral Camera: Intraoral cameras are used by 70% of dentists in the US
, but by zero % of our students. This confronts our graduates upon entering a private practice with a knowledge gap in the use of the various associated imaging applications. Intraoral cameras could be provided throughout the clinic on carts in the Level 1 plan (1 for 6 dental units) and should be integrated into the dental unit’s delivery tray in the Level 3 plan. Again, images could be accessed anytime, at any dental unit.

Digital Radiography: Digital radiographic units are used by 15% of all dental practices in the US
, but by zero % of our students. This means that students are not fully prepared for technologically-advanced clinical tasks upon graduation. Radiographic units should be replaced, school-wide, by digital units. Adopting a staged approach, we suggest starting with the extraoral radiographs used for oral surgery, followed by those used in the various residency programs and then those of the predoctoral program. A detailed implementation plan is outlined by Dr. Nair in the “Digital Imaging for the School of Dental Medicine” plan. 
Giving predoctoral students the ability to view radiographs taken by faculty and residents requires adoption of the Level 2 plan (one computer for each dental unit). A DICOM server would store all radiographic images (as well as digital images taken with digital and intraoral cameras) in a standard format and make them accessible throughout the school and, if desired, throughout UPMC. Any new or re-implemented clinical information system would be able to communicate with a DICOM server to allow a smooth integration of the digital images into the electronic patient record.  
Optional CAD/CAM Layer:

The use of CAD/CAM systems, such as CEREC, to mill inlays, onlays and crowns has increased significantly during the last few years. While as many as 4,000
 systems are used nationwide by US dentists, none of our students receive training in, or even exposure to, CAD/CAM systems. While it would be hard to justify the significant investment in the purchase of these systems for small practices, one or two units in a dental school setting should bring a quick ROI. (See chart below.)
	
	Traditional 
	CAD/CAM unit

	Investment
	0
	$80,000 
for Cerec 3


	Manufacturing costs per unit
	Procera crown: 
$163; Empress inlay: 
$116; PFM Noble: 
$119

PFM Hi-Noble:
$173
	$25


	Reimbursement (approx. average for graduate/under-graduate)
	Crown: 
$450
Inlay: 
$300
	average Cerec restoration $6005

	Number of visits (each calculated @ $22 for overhead) 
	3-4 in predoctoral program
	1

	Current numbers of porcelain treatments/year at the SDM 
	Inlay: 
10

Single Crown: 
953
	0

	Expected shift towards CAD/CAM
	(50%)
	(50%)


Area 3: Students’ Progress & Grading
Level 1:
Level 1 implementations would complement the current installation of QSI Dental Systems with a customized version which allows the tracking of students’ progress and provides a grading module. The Clinical Progress Grading System (CPGS) currently in development would be integrated into this approach.
Level 2: 
Corresponding to the Level 2 and 3 plans in the clinical system area, students would accumulate credits and grades towards their clinical requirements by entering completed procedures into clinical computer workstations, where they can be approved and graded by instructors. Students would have easy, up-to-date access to their clinical performance standing. Clinical administrators could use the same data for patient assignments, by matching anticipated treatment for individual patients with the missing requirements of individual students. 
Implementation of the Clinical Information System
We envision a 3-year effort, starting with a needs assessment in Year One. The scope of this needs analysis should be as wide as possible and should not be limited to an analysis of the functionality required by students, faculty and staff in order to perform all clinical computing tasks. It should also include ancillary aspects of clinical computing, such as: equipment tracking; patient scheduling; patient assignment to students based on course requirements; chairside computing; and possible connections to the UPMC system to transfer medical data between systems. The second year of this project would be used to evaluate existing products in order to analyze how they match these needs. This process includes a review of appropriate software packages on the market, a review of the school’s current clinical information system and visits to other schools which have implemented similar systems. At the end of Year Two, a decision about whether to purchase a specific product (or augment the customized QSI product) should be made and a plan for its implementation formulated. Year Three covers the implementation of the new or re-implemented clinical information system(s) including training for students, faculty and staff. In order to successfully complete such a large-scale project, one dedicated applied dental informatician is required, in addition to the existing personnel at the Center for Dental Informatics. This person would take ownership of the project and guide all phases of the new clinical information system including needs assessment, product evaluation and implementation. Continuous training of new students and newly hired staff and necessary maintenance of such a complex system requires 50% faculty commitment, even beyond Year Three of this project.
Rationale

· providing a clinical computing environment to students similar to what they will find in private practice

· compliance with CODA requirement 2-24: Graduates must be competent in the use of information technology resources in contemporary dental practice.

· staffing cost reduction through elimination of double and triple data entry via connection to UPMC system
· increased efficiency through one coherent system for all clinical information system functions

· reduced risk of data loss and unauthorized access of confidential data through state-of-the-art database and system architecture
· connecting the school’s clinical information system with the UPMC hospital system as a demonstration project for the National Health Information Infrastructure (NHII)
Budgetary impact

	Tasks

Priority: high
	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	General Tasks (required in any scenario)

	Needs Assessment

90% FTE $80,000 (applied dental informatics faculty) SEE SUPPORT PERSONNEL
	72
	
	
	
	

	Product Evaluation
90% FTE: $80,000; travel $20,000 SEE SUPPORT PERSONNEL
	
	92
	
	
	


	New Clinical Information System

	Implementation
software purchase including conversion: $400,000; hardware purchase: $15,000; implementation: $50,000
	
	
	465
	
	

	Training

90% FTE in year 3 and 50% in year 4 and 5 (and beyond) $80,000 (applied dental informatics faculty) SEE SUPPORT PERSONNEL
	
	
	72
	40
	40

	Recurring costs (continue after 5 years)
- annual software maintenance

- hardware upgrades
	
	
	
	36
	36
120

	Reimplementation the current QSI installation

	Re-Implementation
software purchase for Clinical Product Suite (CPS) including training and conversion: $386,300
; server hardware purchase: $16,000 
	
	
	402
	
	

	Patient Portal
QSINet Suite: patients view and pay statements, view treatment plans, make appointments, enter and view demographic information, complete health history forms; students view accounts, patient demographics treatment plans and student specific schedules 
$3,000 setup/implementation of Practice/Student;  $7,000 setup/implementation of Patient Access
	
	
	10
	
	

	Recurring costs

annual maintenance QSI’s CPS ($3,171/month
), QSINet ($1,842/month
)
	
	
	60
	60
	60


	Clinical Record System Hardware

	minimum ratio: 1 computer/6 dental units
each $4K including network port and cart for 107 chairs (84 module + 23 DH) 
	
	
	72
	
	

	Add’l cost for optimum ratio: 1 computer/1 dental unit
each $4K including network port and cart
	
	
	356
	
	

	purchased together with QSI CPS
application servers ($16K), 120 workstations ($266K), monitor arm ($48K), business server ($21K), 15 administrative workstation ($20K), network not ports included


	
	
	372
	
	

	state-of-the-art dental units 
(with integrated computing capabilities) (can be spread out)
	
	
	3,480
	
	


	Digital Imaging

	Digital Cameras
1 digital SLR camera with ring flash and macro lens for each module; each camera $2K (optional to Level 1, 2 & 3)
	
	
	8
	
	

	Intraoral Cameras
1 multi-op intraoral camera for 6 dental units each; each camera $4K (Level 1 & 2)

intraoral cameras integrated in each dental unit (part of Level 3, no extra costs)


	
	
	80
	
	

	Digital Radiography
See “Digital Imaging for the School of Dental Medicine” by Dr. Nair (includes digital imaging equipment, monitors for Radiology, CT unit, dedicated SAN, facilities modification, freight, installation, accessories, back-up sensors, warranties)
	
	1,120
	
	
	

	Clinical computer workstations (45) for residency programs to view digital radiographs (each $4K including network port and cart)
	
	
	180
	
	

	Clinical computer workstations for first professional program to view digital radiographs
	see costs above under clinical information system peripherals: 1 computer/1 dental unit

	CAD/CAM

	2x Cerec 3 System
	80
	80
	
	
	


EDUCATION

Current Status

The use of educational technology at the school is currently limited. To date, seven lecture halls and seminar rooms have been renovated and equipped with new computer and projection technology. Faculty have started to make syllabi and other course materials available through the school's new Intranet. While course grades are made available to students at the end of each term, access to the status and grading of course requirements throughout the term is not possible. 
At the moment, computer technology supports the educational process to a very limited degree. CODA requirement 2-10, that the “school must have a curriculum management plan” to avoid, for instance, unwarranted repetition
, cannot fully be met without having an electronic curriculum management system. Such a system could analyze topics and keywords from the 1,854 lecture hours in the 4-year predoctoral curriculum (labs and clinic not included) to identify content repetition and opportunities for curriculum integration.  
Plan
Emphasis should be placed on a visionary and comprehensive strategy that is scalable and allows the school to pursue the application of educational technology, while integrating appropriate innovations. The school needs to emphasize instructional value, not just electronic delivery, of learning material. Again, we suggest a tiered strategy to achieve these goals. 
Level 1:

At Level 1, faculty would exploit the new Intranet as a platform to provide learning content to students. Level 1 implementation would make all course syllabi available online, with the ability to hyperlink from each syllabus to its respective lecture material, such as slides and handouts. All clinical course and lab manuals and clinical policies and procedures would be available as static Web documents. Faculty could publish and review grades for all types of assessments while individual grades would be accessed only by the student who receives them. 
This plan includes the implementation of an electronic curriculum management tool, allowing an automatic analysis of course content to identify content repetitions and opportunities for curriculum integration. In a possible scenario, Dr. Teh-Hsing Chiu and Dr. Bruce Doll both lecture about diabetes in different courses, and in different years, to the same student cohort. In order to make his biochemistry lecture more relevant to the dental students, Dr. Chiu searches the curriculum management tool on the Intranet for other occurrences of diabetes in the curriculum. He discovers that Dr. Doll, teaches diabetes-related complications in the periodontal disease process in his 4th year periodontology course. He contacts Dr. Doll and requests a short guest appearance in his first-year course to connect biochemistry to clinical dentistry for the freshmen. Dr. Doll, in turn, requests an appearance by Dr. Chiu to review the previously presented biochemical concepts about diabetes for the 4th year students, before they begin studying the implications for periodontitis. Such cooperation would satisfy the CODA requirement for curriculum management to coordinate “input from faculty, students, administration and other appropriate sources.”

Level 2:

At Level 2, the school would use the Intranet infrastructure to its fullest extent, far beyond information presentation. Through the addition of a courseware package, the Intranet would develop into a learning management system, supporting a growing number of activities performed by faculty and students during the learning process. This software application would allow faculty to author Web-based notes and quizzes; communicate with students; monitor and grade student progress; and evaluate the achievement of clinical competencies. Students, in turn, could use it for learning, communication and collaboration. The current architecture of the Intranet can support the implementation of such extended functions through a third-party product. Please note that the courseware would be an off-the-shelf application. (The school does not have the resources to develop such a program.)
It is extremely difficult to "re-educate” faculty, within any discipline, to be qualified instructional designers and programmers. However, the adoption of a customized teaching system, on an Intranet platform, could help faculty use technology for teaching and learning at a more advanced level with limited additional training. Technical staff from the Center for Dental Informatics would facilitate this process.

Beyond the “boilerplate” approach to electronic courses, the school could support the development of innovative and effective teaching tools by its own faculty. Faculty who want to develop their own instructional programs should be connected with project teams composed of programmers, Web developers, graphic designers and instructional designers, in order to produce superior results. In this effort, the Center for Instructional Design and Development (CIDDE), the School of Education, the School of Information Sciences and the Library Sciences Program are valuable assets. The University of Pittsburgh already supports such projects via internal funding mechanisms such as the ACIE’s Innovation in Education Award, but these should be supplemented by external funding sources. 
Optional Electronic Learning Modules Layer:

The open structure of the Intranet supports the integration of external resources and instructional applications. The school could purchase site licenses for high quality educational software, such as ToothAtlas, the 3-D anatomy atlas systems developed for dentistry (by Brown and Herbranson Imaging, http://www.brownandherbranson.com), and CASE STUDIES for Dentistry
, a dental case simulation system. With this option, such value-rich learning materials could be used as a supplement to locally developed curriculum resources.
Optional Simulation Layer: 
The school’s IT Advisory Committee should make recommendations regarding advanced educational technology, such as dental simulators (e.g. DentSim).

Rationale

· broad adoption of educational technology as part of the new Intranet

· production of superior educational resources by faculty with the help of instructional designers 

· increased applicant interest by offering comprehensive online educational resources  

· potential repackaging of predoctoral online educational resources for online CDE

· outcomes analysis through electronic curriculum management application
· compliance with CODA requirement 2-10 “… school must have a curriculum management plan” to avoid, for instance, unwarranted repetition

Budgetary impact

	Tasks

Priority: medium
	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Intranet for Presenting Educational Material (Level 1)
maintenance and continuous growth: 0.50 FTE $30,000 (Instructional Design Specialist) SEE SUPPORT PERSONNEL
	30
	30
	30
	30
	30

	Design of Instructional Material by Faculty
consulting costs for Instructional Designer (CIDDE)
	
	40
	40
	40
	40

	Optional Simulation Layer

4 x DentSim (each $60K)
	240
	
	
	
	

	Purchase or adoption of Courseware, such as PittMed Navigator (http://navigator.medschool.pitt.edu/): Service level agreement includes instructional support, programming efforts, help desk, networking, and server licenses

	48
	48
	48
	48
	48

	Purchase of a Curriculum Management System (Level 3)  
implementation of and training for CATs (Curriculum Analysis Tools by Academic Management Systems, Inc., Watertown, MA)
	6
	4
	4
	4
	4

	Optional Electronic Learning Modules Layer
purchase of one license per year for a selected resource
	2
	2
	2
	2
	2


RESEARCH

Current Status

Interest and engagement in research computing is rapidly growing at the school as the use of information technology and informatics in the context of specific research proposals becomes more common. Typically, all requisite computing support is funded and directed through each individual project. However, using separate, but parallel, computing activities to support each individual research project results in duplication of effort. The school’s Office of Research staff are overburdened with repetitive tasks related to pre-award (e.g. collecting biosketches, calculating salaries and fringe benefits) and post-award (e.g. collecting report, fund allocation planning) administration. The school’s steadily growing number of grant submissions and awards – while certainly a boon to the school and the University – are worsening this problem. Fortunately, the University of Pittsburgh is going to centralize online grant submissions by 2005, which will streamline the pre-award process for the entire University community. 

Students are involved in faculty research projects only to a limited degree, mainly through the school’s T35 program. In many cases, however, students learn by accident about ongoing research projects which match their interest.
Dental Informatics Research
Since its inception in 2002, the Center for Dental Informatics has received a total of $777,485 in external and internal research funding. Grants currently in submission carry a total funding potential of $3,042,511. While this development is desirable, the Center cannot continue to sustain its new and existing projects with the available personnel (2 full-time faculty, 1 full-time research assistant and 1 administrator, committed to research at 30%). 
Proposal

Level 1

Clinical Research:
As a first step, the school needs to integrate research into the clinical operation. This requires the implementation of a truly clinical information system which collects patient health data beyond the currently recorded demographic data. Faculty and student researchers (assuming  IRB approval and compliance with HIPAA regulations) should be able to query the patient records to perform retrospective studies, identify patients as potential study subjects and evaluate epidemiological trends in our patient population. The Level 1 plan requires the implementation of a new clinical information system as described in Patient Care section.

Grant Submissions:
The NIH has been streamlining its grant submission process to include a move towards electronic grant submission. The University will match this effort in 2005. In order to stay competitive, the school must be prepared to submit grants electronically in an efficient and timely way. NIH bio-sketches need to be available to the Office of Research from a centrally maintained and up-to-date information store. The proposed implementation of eCV, described in the Administration section, will facilitate such easy access relieve the Office of Research staff of the need to manually gather the required personnel information.  
Collaborative Research Environment:
An increasing number of research projects are conducted as a group effort, including faculty from different departments and even from different institutions. The work on paper manuscripts and grant applications can be improved by using state-of-the-art collaborative work environments which integrate well into the existing office environment and the research-specific workflow. One example of an electronic collaborative environment is Groove (Groove Networks, Inc., Beverly, MA). The deployment of such an environment facilitates real-time data sharing, common scheduling and seamless project management among a group of collaborators. Licenses could be purchased as needed.
Post-award Administration:
Currently, the Office of Research uses a centralized post-award management process. However, reporting requirements and resource planning is handled manually, using various unconnected spreadsheets and overviews. In order to allow the staff members to concentrate on supporting the acquisition of the new research money, electronic means should be deployed to streamline this process. Specifically, the collection of documentation to support the allocation of personnel, distributed over several grants, requires sophisticated management. Certain software packages, like Grant Administrator (Dyna-Quest Technologies, Inc., Laconia, NH), can streamline the pre- and post-award administration; however, no purchase is recommended until 2005, when the university implements online grant submission, in conjunction with changes at the NIH.
Informational/PR Needs:
The Office of Research needs to efficiently distribute time-sensitive information, such as information about new research opportunities, information about newly-funded awards, and new NIH regulations and policies. While the school’s Intranet can fulfill these communication tasks inside the school, a streamlined system is required to simultaneously inform the alumni community, the University of Pittsburgh Press Bureau, and various other stakeholders about successes in the area of research. In addition, such a system would also publish a news release automatically on the school’s Website.
Level 2

Clinical Research:
Level 2 implementations would include the full integration of the research process into the workflow of clinical operations. Thus, for instance, upon patient enrollment, alerts would notify the faculty of the eligibility of new patients for ongoing research studies. The enrollment criteria would be stored in the system and matched against the data entered about the new patient. Furthermore, the clinical information system would include a research module which would facilitate the enforcement of research protocols by alerting clinicians about necessary data collection tasks and required recall visits. 
Grant Submissions:
In addition to bio-sketches, staff members of the Office of Research need easy access to the salary and benefit information of researchers in order to prepare grant budgets. The Level 2 plan includes a custom-programmed application which allows research staff members (granted upon request to the Business Office) direct access to the salary data of individual researchers. Instead of collecting this information individually, the Office of Research would request access to all researchers collaborating on a grant in one step. Granted information access would allow a more efficient development of budget overviews to streamline the grant submission process. In addition, the University-wide Faculty Research Interest Project (FRIP) would be connected to the school's Intranet, providing an advanced search functionality which allows students and faculty to identify researchers with interests similar to their own. 
Collaborative Research Environment:
Instead of deploying individual licenses to researchers, a Groove University Department Starter Kit (Groove Networks, Inc., Beverly, MA) could be purchased for the school allowing the widespread use of electronic collaboration for various projects even beyond research purposes. Version upgrades, support and maintenance would be included in such a site license.
Application Development/Database Support:
Individual investigators must be able to point to existing expertise and resources at their own institutions to compete successfully for research dollars. Due to the significant effort to attract external funding and the increased the number of ongoing research projects, the school should start to develop pooled resources to enhance research activities. For instance, a recent grant submission (1 R01 DE015351; Dental Caries Traits: The Genetic Contribution; PI: Walter Bretz) requested funds for a database administrator (5% for two years). At submission time, however, the school did not have a dedicated database administrator. In order to support continuity and a basic level of service for research computing, the school should maintain central personnel and infrastructure resources that are not fully dependent on the vagaries of research funding. Investigators need to point to these resources in their applications to increase their chances for funding. The Level 2 plan includes hiring one additional application developer/database administrator whose salary is funded up to 50% by the school with the expectation that the remainder will be provided through soft money.
Emphasis should be placed on a cooperative planning and implementation strategy between the Office for Research and the Center for Dental Informatics. Research computing activities should be analyzed in detail, and duplicate functions and resources should be reduced. This will result in efficiency gains for the operation of research computing and increased funding.

The school should continue to fund most research computing activities by integrating appropriate requests for support in research and program proposals. However, the use of those resources should be coordinated in cooperation with the investigator(s), research center or department director(s) and the Center for Dental Informatics.

Dental Informatics Research
In order to maintain the current funding stream and expand research activities in the future, the Center for Dental Informatics needs qualified researchers and research support staff. As stated in the Patient Care section, one applied informatician must devote his/her efforts to the clinical information system (90%) and to the training infrastructure of the school (10%). However, another faculty member is necessary to support the ongoing research efforts of the Center (a position that we envision to be entirely financed through soft money, due to the budgetary constraints of the SDM). And in order to expand research efforts, an additional faculty member and a full-time administrative assistant is required. Initially, this additional faculty member needs to be funded through the school with the expectation that soft money will significantly offset the total salary cost. Nevertheless, continuity requires that we have the hard money available to support this additional position.
In accordance to the growing scale and scope of the activities of the Center for Dental Informatics, we suggest that it be promoted to a Department for Dental Informatics.

Rationale

· improving grant submission process by making the latest version of all required documents easily accessible to research staff
· providing an electronic collaborative environment for researchers to improve efficiency for joint grant applications

· streamline post-award administration to allow research staff to devote time to support new applications 

· efficient use of external funds through coordinated use of resources

· relative decrease of aggregate computer support expenses through pooled computing infrastructure and personnel
· state-of-the-art, well-managed IT infrastructure as attractor for external funding
· satisfy internal and external information needs by providing a semi-automatic news release application
· expand dental informatics research agenda to establish leadership in the field
Budgetary impact

	Tasks

Priority: high
	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Application Programmer 
For research project support
 (50% softmoney+50% hard money FTE $40,000) SEE SUPPORT PERSONNEL
	20
	20
	20
	20
	20

	Additional Administrative Assistant devoted to research the CDI (100% FTE $25,000)
	25
	25
	25
	25
	25

	Dental Informatics faculty
2 FTE for research expansion (first is 100% and the second is 50% soft money financed, $80,000 each)
	40
	40
	40
	40
	40

	Electronic Collaborative Environment
Groove Workspace Professional Edition licenses ($179 per license)
	2
	2
	2
	2
	2

	Alternative to single licenses above: Groove U Department Starter Kit
Groove Virtual Office Professional Edition licenses, Hosted Relay and Management Services, Standard Support, software maintenance and upgrades, and Quick Reference Guides for up to 100 students, faculty and staff.  Price per kit:  $11,995
	12
	
	
	
	

	eCV Deployment
NIH biosketches available to research staff at any time
	see costs under section Administration

	Informational System
custom application to distribute news items
	4
	
	
	
	


ADMINISTRATION

Productivity:

Various office productivity tools, such as e-mail, word processing, spreadsheets, databases and electronic calendars were consolidated during the previous years and are used to various degrees. The implementation of the new Intranet as the source for all information needs for the school’s students, faculty and staff presents the biggest opportunity to make the whole school more efficient and effective.
Intranet:
Current Status

The new Intranet is designed to make information available anywhere and anytime and provide significant flexibility for how people work, thereby eliminating the delay inherent in many paper-based processes (e.g. multi-level approval processes). However, at the current stage, the newly deployed resource is not used to its fullest extent. All information providers must contribute and update information in a timely and consistent manner. An intranet in which only 50% of the information is up-to-date at any one time is, for all intents and purposes, useless. The main obstacles to more wide-spread use are not of a technical, but of a business process nature. 
Proposal

Given the fact that most of the infrastructure is in place, we recommend that the school trains faculty and staff to the defined IT competencies, appropriate to their job description. 

(see TRAINING INFRASTRUCTURE)

The Intranet will be only utilized to its fullest extent if it meets the current needs of its users. Features and functions of the Intranet need to be adapted continuously to the changing needs of students, faculty and staff, and resources need to be available to perform these updates and changes in a timely fashion. For instance, the Office of Business and Finance will require an application allowing them to securely access and audit various financial and business databases through the school’s Intranet.
The current Intranet site is only available to the Staff and Faculty of the SDM. A Student portal should be created to provide access to class syllabi, clinical cases, module assignment, grades, and other resources specific to students. In addition to the initial functionality provided in the Intranet, CDI continuously receives suggestions from its users for new functionality and enhancements to the existing Intranet applications which results in new application development projects. Some of the requested enhancements include generating more dynamic content to minimize the time required to edit information available on multiple pages such as departmental personnel list, a reminder system that alerts the user of unread messages, a form for POCs to manage the links on their department’s right navigation menu, and better integration with outlook calendar and scheduling through the intranet. Some of the recent application development requests include a assisting in the process of developing a clinical progression grading system which will be developed by Eileen Martinez, Systems Analyst of the Restorative Division, establishing a document approval process. Systems such as the one requested by the Implant center are more practical when purchased off the shelf. The software development resources at CDI are limited and are focused on providing administrative functionality tailored to the needs of the staff and faculty. It is faster and more economic to purchase other applications from specialized vendors.   
Password Management and Fingerprint Authentication

Current Status

A second, albeit less significant, opportunity to increase productivity at the SDM is an updated approach to user authentication. After examining the type of helpdesk calls related to password problems (from March, 2003 to August, 2004), we found that there were 134 tickets that dealt with resetting a password and 340 tickets that dealt with user account resets or account lockouts. These numbers do not include all password reset requests that take place over the phone or in person at the CDI. Password problems reduce the productivity of both SDM staff and IT personnel. SDM staff loose the ability to function when they cannot login to their computers. On the other hand, the IT personnel also spend a lot of time fixing account lockouts and resetting passwords. Although the systems developed by the CDI attempt to identify the user without requiring additional login credential when they are using school computers, users are required to enter their passwords when using Prism and other applications outside the SDM. According to Deloitte & Touche, organizations spend an average of $150 per end-user, per year on authentication-related support calls.
Proposal

DigitalPersona's fingerprint-based, total password automation solution uses a fingerprint scanner (that can be setup next to the user’s keyboard) to authenticate to the systems. This will improve security, reduce help-desk costs associated with password resets and simplify work-life for end-users. DigitalPersona can be fully integrated with the SDM Active Directory to create a "password and identity management system that will use the user fingerprint to authenticate to any system requiring login credentials.” Using a password to protect any individual file or program would still be an option, but the DigitalPersona system eliminates the need to remember any passwords. Even in cases when a password change is required, DigitalPersona will allow the user to reset their password with just a scan of their fingerprint. Knowledge of the existent password is not required. Implementing such system would put the school at a better position with regard to HIPAA security and privacy regulations, since the system keeps a log of all accessed documents and eliminates stolen password scenarios. 
Level 1: The system would be implemented only on the local workstations to save the cost involved in the server based licensing. This will allow users to use fingerprint authentication on their workstations only. 
Level 2: The system would be implemented at the server level allowing users to use the fingerprint authentication regardless of the location of the computer they use at the SDM
Rationale

· cost reduction through means of electronic communication and workflow improvements 

· improved service for students and patients through more efficient administrative workflow 

· cost reduction through automating systems such as electronic authentication
Budgetary impact

	Tasks

Priority: high
	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Intranet Development for Education, Research & Clinic

Applications Programmer (0.25 FTE $10,000

Instructional Designer (0.5 FTE $20,000) SEE SUPPORT PERSONNEL
	30
	30
	30
	30
	30

	DigitalPersona Fingerprint
system which replaces passwords through biometric means
*EITHER Local workstation authentication only (Level 1) OR                        Server based authentication (Level 2)
	47/77*
	10
	10
	10
	10


SOFTWARE ENVIRONMENT

The functions identified above must be supported by a state-of-the-art software environment. The components of this software environment are described below.
In the last three years, the CDI has developed, configured and installed more than 30 new technology solutions in order to improve the productivity and the efficiency of the SDM students, staff and faculty. With the assistance and recommendations of the school’s executive committee (as well as the students, staff and faculty), the CDI has also identified areas where improvements in technology could significantly cut cost and improve performance and workflow efficiency. The sections below include required updates and maintenance plans for existing equipment and applications as well as the proposed areas of improvement.

E-MAIL AND GROUPWARE APPLICATIONS

Current Status

All faculty, staff and students are using Microsoft’s Outlook, with the ability to use the Outlook Web Access with slightly limited, but similar, functionality. User profiles and identities are stored remotely on the Microsoft Exchange server, thus allowing any user to login and logout on a “public machine” without jeopardizing security and privacy. 
The functionality provided by the Microsoft Exchange server is integrated with the school’s Intranet. Room reservations can be made using Outlook and room schedules are available for viewing through both the Intranet and the room listings in Outlook’s public folders. Each department maintains their own room schedules and the Learning Resource Center maintains the classroom schedules.

Documents such as memos, events, policies and procedures are currently distributed electronically by email which results in hundreds of instances of a single document stored on the Microsoft Exchange server. In some cases, a few hundred other instances of the same document winds up on the server if the document is updated and resent. Utilizing the Intranet message board system as a repository of such documents would eliminate this storage problem and improve the efficiency of communication. As part of the Intranet development effort, the message board system includes a digest feature that will alert users to all such postings.

There are limitations to the extent to which our current version of Microsoft Exchange server can be accessed remotely through Outlook. One of the issues that limit the productivity and efficiency of the Exchange system is the increasing amount of SPAM that users receive daily. The estimated annual cost of SPAM – in terms of lost productivity and increase in bandwidth traffic- for an organization with 500 email accounts is $50,000.00. The CDI maintains approximately 500 email accounts for staff and faculty and 500 more for students.
Plan
Intranet Message board system:

To improve communication within the school, distribution of memos, events and policies will shift from email to Intranet’s departmental and school-wide message boards. Notifications about messages posted on the Intranet will also be sent to users via email. Messages marked urgent will be sent immediately via email to the users associated with the board (all prosthodontics department members, for example) to which the messages are posted.

Required upgrades:

The existing Microsoft Exchange server software (version 2000) will need to be upgraded to the latest version (2003). The new version provides significant improvements regarding Outlook Web Access, performance, security, reliability and a backup and disaster recovery tool. 

Spam filtering:

The University of Pittsburgh Computing Services and Systems Development (CSSD) department recently purchased a service from Postini that eliminates SPAM for its users. CSSD estimates that this service will be available to the various schools and colleges in one year. 

Level 1: At this level we would wait until CSSD makes the SPAM service available to the school.
Level 2: The Level 2 plans suggests that we purchase the Postini services for one year, until CSSD is ready to provide the service to the school. 
Rationale

· more efficient functioning of all offices by sharing relevant and timely information

· less individual interruptions since information can be accessed electronically

· faster routing and approval cycles

· increased ease of collaboration, for instance for grant writing 

Budgetary impact

	Tasks

Priority: high
	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Message board
Please see INTRANET section 
	
	
	
	
	

	Exchange 2003 
	1
	
	
	1
	

	SPAM filtering
	5
	
	
	
	


SERVER MANAGEMENT AND SECURITY SOFTWARE

Current Status

Currently, all servers at the school are managed in a server facility, located in a small room within 303 Salk Hall. The room is protected by two doors, both with an electronic combination entry system. All backup tapes are stored in a 3-Hour fire proof data safe which is located in room 303. The CDI established written policies that require all door combinations and systems passwords to be changed upon the termination of IT staff. 

In 2002, the air conditioning system in room 303 failed, leaking water onto the server room floor and producing dangerously high levels of heat and humidity. This resulted in permanent damage to the server back up tapes and some of the server equipment. The CDI was able to repair and replace most of the damaged equipment. The school’s Facilities Management department has since taken measures to prevent future leaks from getting to the servers. However, the server room still lacks an appropriate and reliable climate control system which is crucial for maintaining the “nerve center” of the school’s information technology infrastructure. 

The servers are connected to an Uninterrupted Power Supply (UPS) unit to provide them with ample time to shutdown during a power outage allow them to maintain operations in the event of a relatively short interruption of power. With the addition of 5 more servers and a new storage area network, the UPS reached maximum capacity and now requires additional batteries to provide sufficient backup power.  
We have also reached capacity for the backup tape library. This means that the tape library is currently unable to provide backup slots to all servers at the SDM. As a temporarily solution manual backups of data to available servers. 

Server status monitoring is currently being performed (to check on the constant availability of the school’s Website addresses, such as www.dental.pitt.edu) through Site Guardian, a third party monitoring system, at a fee of $35.00 a month. The integrity of the IT infrastructure requires that other aspects of hardware and software operations - such as disk usage, bandwidth, network failures, database failures, and processor utilization - be maintained and monitored. The attempt to use a monitoring program (Hewlett-Packard’s Insight Manager) caused our backup system to malfunction. The manufacturer was made aware of the problem but was unable to provide a solution. 
Plan
Software Upgrades

To better insure system integration with the University of Pittsburgh’s Active Directory, the school must be up to date with security applications, operating systems and server upgrades.
Physical Security

Level 1:

At minimum, the back-up tape library safe should be relocated to another room in Salk Hall to provide an alternative backup location in the event of a disaster in or near room 303. 

Level 2:

The second level alternative would be to utilize a third party remote storage facility which collects backup tapes on a weekly basis to fully secure our tapes in the event of a school-wide disaster.
Climate Control

A new climate control system will soon be installed by the Facilities Management department. This will provide sufficient capacity to cool the server hardware to an operational level and provide redundancy in case of power or unit failure.

Backup Power 

Additional batteries are needed to accommodate the UPS demands of the 5 new servers.

Data Backup

The increase utilization of electronic means of storing information also requires an increase in the capacity of the school’s data backup infrastructure. To accomplish this, the school will need an additional tape library and backup software licenses for the new servers.

Status Monitoring

It is important to consolidate all monitoring services, if possible. Third party applications can be utilized to provide status monitoring and updates for all hardware and software operations. It is crucial to monitor the school’s Websites, in order to maintain maximum uptime and availability of services to our users and Web visitors. 

Rationale

· Providing a reliable Information Technology infrastructure

· Provide a comprehensive disaster recovery environment

Budgetary impact

	Tasks

Priority: high
	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Recurring costs/year

Security Certificates, OS upgrades, 
	15
	5
	5
	5
	5

	Backup software
	5
	
	3
	
	

	Status Monitoring,
	
	
	
	
	

	New Hardware

Tape Library
	5
	
	
	
	

	Power supplies
	6
	
	6
	
	


SCHOOL WEBSITE

Current Status

The school recently redesigned its public Website. The work of our contracted development company was not completed in a satisfactory manner and our business arrangements were severed. The Web Content Task Force, which guided the Website development process, is currently determining priorities for finishing the remaining parts in house. The CDI staff is directing a major effort towards developing priority Web features such as online credit card processing for the Office of Continuing Education and a centralized CV/biosketch application for faculty. Since the Website publicly represents the school itself, it is very important to complete these parts in a timely fashion. Improving the home page would demonstrate progress to our visitors and will reflect positively on how the school is perceived. 
Plan
Continuous work on the remaining parts of the new Website should be followed by a yearly revision cycle, determining necessary additions and changes. The Web Content Task Force should guide this process. Training Points of Contact (POCs) for each department to be Web content providers will allow for a smooth update process without any involvement of technical staff. The POCs will collectively develop and enforce the school’s Website update policy.

CV/biosketch:

Computerizing faculty is an initiative that has been discussed and worked on at various levels of administration at the University of Pittsburgh. However, to date, no solution applicable to all Health Science schools has been implemented. It would be highly desirable to have this issue addressed at the Health Science Council and/or University level, rather than the SDM level. Accomplishing this would not only avoid a significant commitment of time effort and resources at the SDM, but also create large-scale efficiencies and savings across all HSC schools. The following recommendations are made for the case that an HSC-and/or University-wide solution is not forthcoming.

Level 1:

eCV is a Web-based tool that creates individual curriculum vitae for faculty and creates annual and accreditation reports for administrators. Academic administrators, from provosts to deans and department chairs, can quickly retrieve a wide range of information about the Faculty in their units. A built-in hierarchy organizes the manner in which the data is managed and viewed at the institutional, school, department, and faculty levels. 

Faculty are provided tools to build multiple versions of their CVs suited for a variety of audiences, i.e. one that meets institutional requirements at the level of the SDM or the School of Health Sciences, a biosketch that conforms to requests of granting agencies, or an edited version to be used in a ‘special events’ forum. Annual Reports detailing allotment of time to specific professional activities for the coming year can be created and shared with administrators. 

Having this information maintained electronically will allow the faculty and the administration to generate annual reports, accreditation documentation, and outcomes assessment of sponsored research and publication activities easily. The eCV tool could be used to view information about an individual faculty member, departmental or school summaries and institutional overviews that display the present composition of faculty, current level of activities, and cumulative professional accomplishments.

It is anticipated that this will facilitate students’ involvement in faculty research because it would allow students to identify faculty members based on research topics instead of learning about ongoing research by chance.
This system would be most effective if the remaining Health Science schools could utilize it as well. This would not only provide the benefits of the system to the other health science schools, but would eliminates the need for all Health Sciences faculty to submit annual CVs to the Health Science CV file repository. Implementation on this scale would reduce the cost of the system to the respective schools and encourage the vendor to make certain customizations to the application to attend to our specific needs. 
Level 2:

In addition to the features described in Level 1, this plan promotes developing additional customized templates and special views that allows users to obtain specific reports containing only the information they need. The current eCV application does not allow for such flexibility.

Continuing Education Online Registration

Level 1: 

This plan calls for a custom-developed, database driven system to provide Website visitors  the ability to browse the course catalogue register for classes and make payments online. The system would be linked to a centralized database which is managed by CDE personnel. This database that would serve all current administrative functions of the CDE, as well as the online registration system. Students that register online will automatically be entered into the database and a notification will be sent to them upon each registration. The CDE will have the ability to reserve a certain number of seats - shown as “not available” and to release them through the database administration interface, when needed. The system will also allow the CDE to select which courses will be visible on the online catalogue. In addition to online registration, students will be able to manage their accounts, update their contact information and obtain a summary of credits for the re-licensing process thereby reducing the need for such requests to be processed manually by the CDE staff. The school will attempt to find an existing system that can accomplish these requirements within the university community or through other resources including outside vendors.
Level 2:

In addition to Level 1, the ability to broadcast lectures between the different locations can provide a larger student base for speakers that have a limited number of classes or can only lecture at one location. CDE classes can be broadcast to registered customers through specific locations or directly through the CDE Website. The SDM can employ services provided by the University of Pittsburgh, Center for Instructional Development and Distant Education. such as their Interactive Television system. Providing such distance education system involves equipping the lecture rooms with the hardware necessary to record and broadcast these lectures, the technical backend to store lectures in the digital format and a front end for viewing the lectures from other locations.  
Rationale

· increased attractiveness of the SDM through technologically current Website with appealing content

· promotional material for applicants, CDE-seeking dentists, patients

· improved administration of CDE courses and registration.

· comprehensive and searchable repository of faculty CV information and accomplishments at the individual, department, and school levels
Budgetary impact

	Tasks

Priority: high
	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Completion of remaining parts of current Website

Consultant or internal resources: $30,000
	30
	
	
	
	

	Continuous updates and increased functionality

Consulting or internal resources: $6,000
	
	6
	6
	6
	6

	CV Biosketch 

(Level 1)
	7
	6
	6
	6
	6

	
(Level 2)
	8
	6
	6
	6
	6

	CE Online Registration


(Level 1)
	30
	5
	5
	5
	5

	
(Level 2)
	
	150
	10
	10
	10


DATABASES

Current Status

The school does not currently have a centralized application database.  There are, however, independent databases that are used in the Continuing Education Department, Admissions Office and Clinical Administration. Student Admissions uses a proprietary application database (FoxPro). This database is used by other dental schools in conjunction with AADSAS. The CDE department uses a Microsoft Access database for management of courses, scheduling and revenue tracking. Several other offices use separate databases, especially for research. 
The school utilizes Microsoft SQL server as the primary server database. The CDI staff have migrated some of the databases - such as the Office of Business and Finance’s personnel information - to the database server. which allows for better security, accessibility, and disaster recovery options. Yet there are many scattered databases in the school that use redundant information and create data that is updated in one place and not the other. 
Proposal

There are significant benefits in establishing a central, well-managed data warehouse. One of them is that the marginal cost of adding another database application decreases drastically. Databases that require the same information - such as faculty or staff information - no longer need to have duplicate instances but can link to the existing tables from the personnel tables maintained by the Office of Business and Finance. Similar integration of other systems, and migration into the database server, will provide better reliability of the information and eliminate redundancy. 
Rationale

· reduction of overhead for data management through coherent database system 

· reduced risk for data loss and data corruption through central data management

· decreased marginal cost of operating additional database applications

Budgetary impact
	Tasks


	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Database Server update and maintenance
	5
	
	
	5
	


HARDWARE

This section reviews the hardware infrastructure, which is the basis for the software environment.

SERVERS

Current Status

Most of the school’s current servers were purchased in 2001. The load of the servers has been continuously increasing as the services provided to the SDM increase in quantity and complexity. Some of the servers have reached their capacity and require upgrades or replacement. Because of the lack of a sufficiently powerful server to develop and run the school’s intranet/internet applications, the Web server Websoft2 is being utilized for both development and production of both Internet and Intranet sites. Using a production server as a development server jeopardizes the stability of the production environment and slows down the Website performance and the development process. Also, for security reasons, the Intranet site and internal applications should be separate from the public Website. The school’s database server, Basesoft, crashed on a number of occasions because of the overload of applications running on the server. Below is the breakdown of the servers the school currently owns:
	Server
	OS
	Year
	Purpose

	SDM4
	Windows 2000
	2003
	Runs the Dolphin imaging system. Also serves as a secondary domain controller and student print allocation management system.

	SDM3
	Windows 2000
	2001
	Main domain controller managing users, passwords, software distribution, security and group policy. Also servers as file and print server.

	Websoft
	Windows 2000
	2001
	Used to previously run SDM Website, was replaced by Websoft2 because of the lack of performance required for the Internet and Intranet applications. Currently serves as a secure file transfer server, Website statistics generator.

	SDM-exchange
	Windows 2000
	2001
	Runs MS exchange server for central email, calendar, contacts, as well as Outlook Web Access.

	SDM-backup
	Windows 2000
	2002
	Runs backup management software for all servers, Enterprise Antivirus protection, and manages backup hardware.

	SDM-basesoft
	Windows 2000
	2003
	pervasive SQL.Holds all MS SQL server SDM databases, runs the IT helpdesk system, runs the IT asset management system, runs medreq chart tracking, and a patch management server

	Inix
	Linux Red hat Enterprise 3
	2002
	Runs MySQL and apache, used primarily of the Intranet database and for code development and research projects.

	Websoft2
	Windows 2003
	2003
	Runs the SDM internet Website and SDM intranet Website both development and production environments.

	QSI
	IBM AIX
	NA
	

	SAN1
	Storage Area Network
	2001
	Currently stores all SDM email, Internet Site, Intranet Site, and departmental shares.

	SAN2
	Storage Area Network
	2003
	Currently stores Dolphin imaging data, SQL Server databases, and departmental shares.

	Tape Library
	
	2001
	Data backup tape recorder for SDM electronic information.

	Fiber Optic Network
	Includes, two redundant switches, MDR, and two modules in each server
	2001/2003
	When the system reached its capacity in 2003 it was upgraded to accommodate additional servers. The system establishes high throughput data exchange backbone between the servers, the storage area network and the tape library.


Proposal

The stability and availability of the Basesoft server is at risk. To solve the problem we will redistribute some of the existing applications such as pervasive SQL and Medreq chart tracking to run on servers with a lower load and less mission critical applications. A new Web server to provide a development environment for both Internet and Intranet sites is required. A new server strictly for the Intranet site and Intranet applications will be purchased to provide a secure environment, isolated from the public Website system. The old Web server, Websoft, will be phased out or reutilized, based on its condition. Servers purchased in 2001 will need to be upgraded in year 1 or 2 of the proposal. Servers purchased in 2002 will need to be upgraded in years 3 or 4 of the proposal.
Rationale

· moving mission-critical tasks to electronic applications increases the need for reliable servers

· reduced costs for server management through centralization and standardization

· increased reliability, security and performance through professionally managed server farm

Budgetary impact
	Tasks


	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	New Servers

Tape Library
	7
	
	
	
	

	Website Development Server
	7
	
	
	
	7

	Intranet Server
	7
	
	
	
	7

	SDM3
	
	
	7
	
	

	MS-Exchange
	
	7
	
	
	

	Inix
	
	
	7
	
	

	Backup
	
	
	
	7
	


CLIENT WORKSTATIONS

Current Status

The school has about 500 client workstations and laptops.  All workstations purchased since 2002 are manufactured by Dell. 30-40% of existing workstations were purchased prior to 2002 and are manufactured by Gateway or other generic brands. 5% are Macintosh workstations running Operating Systems 8, 9 or 10.   In 2002, the CDI successfully migrated all Windows 9x PCs to Windows XP. The remaining PCs (10%) are running Windows 2000. Some of the outdated DEC VT 420 terminals, which connect to the QSI system, were replaced with PCs and the remaining will need to be replaced by March, 2005. 
Proposal

Most client workstations should be placed on a regular upgrade cycle. We propose to upgrade between 15 and 25% of all client workstations per year. Regular upgrade cycles are a precondition for organizations to take advantage of newer technologies, such as high-speed networking. The CDI can use its asset management system to identify older machines that require upgrades to meet their user’s needs and reallocate lower performance machines to areas that do not require high performance computing. 
Most organizations make the mistake of buying the cheapest workstations available. This reduces the lifetime of those workstations unnecessarily, and carries a hidden cost that is much larger than the money saved by not purchasing a better product. The time and effort required to upgrade a user to the next machine is much more expensive than any savings on the initial hardware.

We estimate that the costs of yearly upgrade cycles will be partially borne by external funds, such as the University Faculty Computing grant (which currently provides approximately $38,000/year) and other grant funds. Thus, the financial impact on hard funds for the school is lessened.

Rationale

· increased efficiency of staff and faculty through faster and more reliable workstations 

· reduced costs for client computer support through standardization

Budgetary impact

	Task: high
 medium 
	Total $
	Increment $ (annually, after year 1)

	One-time costs
	On demand as new workstations are added

	Recurring costs/year

Yearly cost of upgrading approx. 30-40 client workstations
	$60,000
	$37,000


NETWORK

Current Status:
All computer ports in the school have been upgraded to 100BaseT. The CDI is currently in the process of implementing a firewall to improve network security and assist with achieving compliance with the HIPAA regulations. Additional security certificates are required to encrypt network communications.
The annual maintenance cost, per port, is as follows.
	Port Type
	Installation/Annual Maintenance
	Activation 
	Annual Maintenance

	Administrative and Research
	$315
	$175
	$108

	Faculty and Students
	$315
	$0
	$0


Rationale

· reduced risk of compromised security through elimination of “hacker-friendly” network features

· exploitation of the power of fast servers and workstation through a fast network 

Budgetary impact

	Tasks

Priority: high
	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Installation of Firewall
0.5 FTE: $30,000
	
	
	
	
	

	Maintenance of Firewall and VPN infrastructure
0.1 FTE: $6,000
	
	6
	6
	6
	6

	Installation of New Network Ports
	1
	1
	
	
	

	Maintenance of Administrative Network Ports
	17
	17
	17
	17
	17

	Security Certificates
	3
	3
	3
	3
	3


SUPPORT FUNCTIONS

HELPDESK

Prior to 2002, the SDM employed two full-time desktop support personnel at a senior and junior level. The introduction of the Center for Dental Informatics required that the senior desktop support position be utilized for server support (Network Asminitrator), which left the SDM with only one desktop support person (Systems Support Analyst) to assist the entire school community.

With the introduction of many new services and systems, the SDM helpdesk request tickets have increased dramatically from an average of 50 requests per month in February, 2002 to an average of  200 requests per month in September, 2004. The load of desktop support requests is beyond the capacity of our Systems Support Analyst and is currently spread amongst other Center personnel. This staffing configuration impeded the progress of IT projects, hinders academic and research activities and leaves no one to provide fulltime helpdesk phone service. 
The addition of a full-time IT/Administrative Assistant will provide consistent helpdesk phone support and remote assistance. The position will also manage helpdesk tickets, track orders, keep users up to date with the status of their requests and provide administrative assistance to the entire IT team.
The CDI purchased a helpdesk system, Footprints (Unipress Softare), to provide a single vehicle to handle request receipt, routing, completion and follow-up of IT related issues and purchasing requests. The purpose of the system is to reduce support costs, speed customer problem resolution, and improve workflow of IT requests. The system is fully integrated with our existing active directory environment, eliminating the need to maintain a separate repository of user accounts. This integration allows the school to harness Outlook email for communication regarding user requests; automate routing to the appropriate IT personnel according type; provide escalation and notification; organize issues effectively; and build a solution knowledge base. 

User issues are centrally managed through this online system. Users’ requests are automatically entered in the system by email sent to cdihelp@dental.pitt.edu. Users may also submit a request using the online forms available through the Intranet, or by a manual entry via a member of the IT staff.
	Month
	Average resolution time of helpdesk tickets

	Jan 
	4 days and 23 hours

	Feb 
	5 days hours

	March 
	4 days and 17 hours

	April 
	4 days and 7 hours

	May
	2 days and 23 hour

	June 
	2 days and 8 hours

	July 
	1 day and 4 hours


Users can check on the status of a request at any time without contacting IT personnel directly. Requests are automatically assigned the proper IT personnel according to the nature of the request. The issue is then resolved or assigned to an alternate IT support personnel. When a user’s ticket status changes, all involved parties receive an e-mail message. All actions on each request are recorded, and department management periodically reviews summary reports. Issues that take more than 48 hours to close are automatically escalated the IT manager for further investigation.
The budgetary impact only covers annual software maintenance fees. Personnel costs are detailed under SUPPORT PERSONNEL.
Rationale

· increased employee productivity through easy access to technical support

· decreased downtime of important resources through fast request turn-around 

· non-functioning computers can not be used as excuse for delays 

Budgetary impact

	Tasks: high

	Annual $

	Helpdesk software maintenance
Footprints
	$1024

	Helpdesk phone attendance
0.2 FTE: See PERSONNEL section
	


IT ASSET MANAGEMENT
Current Status

The school currently purchases computers and software on an as needed basis.  Each department purchases machines and software out of their own operational, grant-supported or discretionary budgets. Obsolete or unneeded machines are turned over to the University’s Asset Management Department, donated to charity, or disposed of properly. While the Office of Business and Finance signs off on purchases exceeding $5,000 or more, software items can be purchased independently. Individual departments have purchased software without quality assurance or central inventorying. The implications include violating software licensing agreements, installing software that conflicts with the school’s IT infrastructure, and causing damage to user’s computers.
The absence of a centralized software license tracking system exposes the school to significant financial risk as a consequence of potential violation of software licensing laws. Fines are typically 100 times the non-discounted retail price of the software license. Thus, if only 10 copies of Microsoft Office are found out of compliance, the fine would be approximately $50,000. Several universities, including Temple University and the University of Pennsylvania, have been subject to audits and lawsuits from organizations such as the Business Software Alliance.  These cases were settled out of court for significant sums.

Proposal

A proper software distribution, inventory and tracking system must be put in place. The system will allow for detection of unlicensed software when installed on any of the SDM computers from the Internet or from CD/DVD media. The CDI is aware of a number of computers running unlicensed software but has not performed a school-wide inspection of all computers. The budgetary impact covers the infrastructure for software monitoring and distribution. This process requires additional personnel resources, which can be provided by the Technical/Administrative position proposed in the SUPPORT PERSONNEL section.

Rationale

· reduction of duplicate purchases through centralization

· cost reduction through better asset management

· reduced risk of lawsuits and fines resulting from software audits

Budgetary impact

	Tasks

Priority: high
	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Asset Maintenance
One-time Software inventory and annual maintenance
	3
	.320
	.320
	.320
	.320

	Client Software on user machines

Onetime cost for purchasing licenses for unlicensed software/ Normal yearly software upgrade and purchase estimate
	20
	6
	6
	6
	6

	Asset Management
0.1 FTE See PERSONNEL section
	
	
	
	
	


INSTRUCTIONAL DESIGN SUPPORT

(see section EDUCATION, page 9)

TRAINING INFRASTRUCTURE

Current Status

Many staff and faculty members use information technology in suboptimal ways because they do not understand software functions well.  The current IT personnel in the school do not have the time or skills to systematically provide training in computing to faculty and staff on an ongoing basis. The school is in need of a training infrastructure for a productive use of the computing environment. When implementing new systems, training is essential for smooth transitions. 

An effective training infrastructure is as much an issue of culture as of providing qualified trainers, facilities and courses. Computer skills must be valued by faculty, administrators, staff and students. The development of appropriate computer skills for all personnel can increase the efficiency and efficacy of the school.

Proposal

The school needs to provide incentives to master computing-related competencies, e.g. by using technology competencies in determining merit raises. In addition, a mentoring program needs to be established to allow less proficient computer users to receive one-on-one tutoring from more computer literate peers. With rising computerization, IT competencies necessary to perform a job increase over time requiring that computing skills should be continuously upgraded. Retraining cycles should take this circumstance into account.

In addition, university resources should be exploited. The University provides relatively inexpensive training through its Computer Learning Center.  Their rates include 6 hours of Windows training for $185 and provide discounts for school-wide training.  The Computer Learning Center also provides on-site training. 
10% of an applied dental informatician’s effort is required to assess the current computer skill levels of all school personnel and define target skill levels for each position. Once training goals are defined, the applied informatician will develop and implement a comprehensive training plan. After the initial target and training phase, ongoing outcomes assessment and the tying of accomplishments to merit raises for staff and faculty will require a continuous 10% commitment. The informatician will establish a close relationship with the appropriate Human Resources representative, in order to align the school's job development efforts with University's employment policies and regulations. 

Rationale

· full exploitation of the capabilities of existing computer equipment through comprehensive training 

· increased attractiveness of working at the SDM through offering training as benefit to employees

Budgetary impact

	Tasks

Priority: high
	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Ongoing costs
10% FTE $80,000 (applied dental informatics faculty) needs assessment, training plan development and implementation, supervision and reassessment
	8
	8
	8
	8
	8

	Training program for faculty & staff

consulting for in-house training sessions: $30,000/year
	
	30
	30
	30
	30


SUPPORT PERSONNEL

Current Status

The number and kind of IT personnel that currently support the School of Dental Medicine are not sufficient to achieve the goals of this proposal.

Manager, Computer Operations (Kawa Shwaish)


The Manager of Computer Operations is the person responsible for IT operations at the school and reports directly to the Director of the Center for Dental Informatics. He supervises all IT staff; determines computing needs; develops strategic, tactical and operational plans for computing resources; and monitors the implementation of these plans. 

Network Administrator (J.R. Gordon)


The Network Administrator plans, implements, develops and manages the network and server infrastructure of the school. In addition, the Network Administrator maintains the one-domain structure with Microsoft’s Active Directory that includes identifying and setting up access rights and privileges for each member of the school. 

Systems Support Specialist (vacant)


The Systems Support Specialist is responsible for providing computing support to administrators, faculty, staff and students at the school. Furthermore, the Systems Support Specialist tracks all requests for support and all actions undertaken to solve problems using a state-of-the-art help desk application.  
Administrator (Andrea Hyde – 50% IT support/50% informatics support)

The Administrator serves as administrator/manager for the Center for Dental and is responsible for independent unsupervised completion of all administrative tasks. The Administrator monitors departmental and NIH budgets and administers pre-doctoral courses and postgraduate programs.  This position is responsible for purchasing all computers and computer-related items for the school and works with the IT team to process and resolve help tickets for SDM computer purchases, computer problem requests, and internet and intranet queries.  

Database Administrator (Jayant Arulraj)


The Database Administrator is responsible for providing database resources for software applications for educational, clinical and administrative purposes at the school. In addition, the Database Administrator identifies the need for software; solicits and documents user requirements; develops software specifications and sets up and maintains database-driven applications.   
Proposal

The school should implement an augmented internal IT personnel infrastructure that is dedicated to maintaining operations, and limited training and development. The proposed personnel structure provides a minimum level of support for the proposed plan. Other IT needs should be satisfied through outsourcing projects, either with University-based services or commercial companies. 

The personnel infrastructure should be augmented as follows:

Instructional Designer (required)


The Instructional Designer is responsible for supporting faculty to develop Web-based resources for educational purposes, but also to support the creation of other delivery media for use at the school. The Instructional Designer has a key role in improving the instructional quality of teaching delivered at the school. 

Application Programmer (required)


The Application Programmer is responsible for developing Web-based resources for educational, clinical and administrative purposes for use at the school. The Application Programmer has a key role in designing and developing Web-based resources for the school’s Intranet and for research support.

Dental Informatics Faculty (required)


The Dental Informatics Faculty is responsible for the new clinical information system conceived in this plan. This task includes the needs assessment, product evaluation, implementation and training. 

Technical/Administrative Assistant (required)
The Technical/Administrative Assistant is responsible for all administrative tasks related to the IT operations of the SDM. In addition, the Technical/Administrative Assistant will answer helpdesk calls and provide immediate phone assistance or direct customers to the appropriate resources. This position insure that there is someone who is available, at all times, to receive help calls, record and initiate helpdesk tickets, maintain the calendars of the IT personnel and follow-up on the status of all help tickets. The Technical/Administrative Assistant will be responsible for processing all computer-related purchase orders for all departments and maintain an inventory of all software and hardware purchased in the SDM. The addition of a Technical/Administrative Assistant considers the promotion of the Administrator to Office Coordinator, a position with more work time devoted to academic and research support. The Technical/Administrative Assistant will relieve the Office Coordinator of responsibilities related to IT operation and purchasing.
Budgetary impact

	Position
Status: required
	Costs in $1,000

	
	Year 1
	Year 2
	Year 3
	Year 4
	Year 5

	Applied Dental Informatics Faculty (FTE $80,000)
Clinical Information System: needs assessment, training and implementation, supervision and reassessment
	80
	80
	80
	80
	80

	Instructional Designer (FTE $40,000)

Intranet maintenance and continuous growth; development of educational tools
	40
	40
	40
	40
	40

	Applications Programmer (FTE $40,000, 50% soft money supported)

Website completion, maintenance and growth; Web-based tools; research support 
	20
	20
	20
	20
	20

	Technical/Administrative Assistant (FTE $25,000)

Helpdesk and phone support; asset management; purchasing support; administrative support to IT team
	25
	25
	25
	25
	25


OFFICE SPACE 
Current Status
The Center currently occupies a total of 5 separate “spaces” in the school. One problem is that our spaces are geographically separated. The biggest problem for our staff is the large distance between our main offices and the server room. The IT staff, including the student worker (Terri Leofsky) must also utilize the server room for computer storage and work space for servicing computers. We also share the Dental Hygiene Conference Room with Dental Hygiene for larger meetings (>4 people) and postgraduate seminars, and this arrangement has worked very well for both departments.
These spaces include: three large offices (room for small meetings of 3-4 people) for the Director (B22 - Titus Schleyer), IT Manager (B21D - Kawa Shwaish) and Collaboratory Manager (B23 - Rishi Bhatnagar); six small offices for an Assistant Professor (B19- Heiko Spallek), the Center’s Administrator (B21A - Andrea Hyde), the Database Administrator (B21B - Jayant Arulraj), the Network Administrator (B16 – J. R. Gordon), a Systems Support Analyst (B21C – vacant) and an intern/storage/kitchen area (B14 – multiple); the SDM server room (303 Salk Hall); and one "borrowed" office from the Periodontics department for one of our graduate students (B99-Humberto Torres).
Proposal

Because our current space does not optimally support the efforts and projected growth of the CDI, we are requesting relocation to a common area. Ideally, the new office spaces should be as near to 303 as possible and grouped together. We will maintain a computer staging area and work space in 303 (the SDM server room) for the IT staff, including room for up to two student workers and one IT support person. We will also need to have access to a shared conference room, similar to the one that we now share with Dental Hygiene (B34).
The Center’s new spaces should include an entrance/reception area with room a reception desk for the IT/Administrative Assistant (new position),  filing cabinets, a shared printer and fax machine, three large offices (room for small meetings of 3-4 people) for the Director, IT Manager and Collaboratory Manager; eight small-medium offices for an Assistant Professor, the Center’s Administrator, Database Administrator, Network Administrator, Systems Support Specialist (existing positions); one other faculty member and two other staff members (anticipated growth within next 3-5 years); one large work area with four cubicles for 3 graduate students and an intern; and one medium sized room for a storage cabinet, water cooler, refrigerator and microwave oven.
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